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Abstract

Federal agencies face a compound problem: aging infrastructure that runs critical services, security mandates that keep
tightening, and budget pressure that never lets up. This paper examines how Azure Red Hat OpenShift (ARO), combined
with Zero Trust architecture, infrastructure-as-code, and Site Reliability Engineering (SRE) practices, addresses all three.
Drawing on an 18-month production deployment at the U.S. Department of Veterans Affairs Financial Service Center—a
system processing over $240 billion annually for 9 million enrolled veterans—the paper presents measured outcomes
across availability, security, and cost dimensions. We formalize Zero Trust access control using a multi-dimensional trust
scoring function T : 1 X D X N — [0, 1], derive availability bounds from a Markov reliability model, and quantify security
posture with a composite vulnerability index W. The implementation migrated 127 enterprise applications from legacy
middleware to an ARO cluster spanning three Azure Government availability zones. Results show 99.99% system uptime,
a 98% reduction in unplanned downtime, 85.9% fewer critical vulnerabilities, and a 30% infrastructure cost reduction, with
a 16.5-month break-even on a $4.2 million investment.
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1. Introduction

1.1. Federal Modernization Pressures

The U.S. Department of Veterans Affairs Financial Service Center (VA FSC) processes more than $240 billion annually
and serves 9 million enrolled veterans [1]. Executive Order 14028 directed agencies to adopt Zero Trust architectures [2],
OMB M-22-09 attached FY2024 deadlines for phishing-resistant MFA and application-level authorization [3], and FISMA
demands continuous ATO evidence throughout. Legacy VM-based infrastructure wastes 40% of compute capacity through
static over-provisioning [4] and requires 14-day patch cycles driven by maintenance window constraints.

1.2. Why Azure Red Hat OpenShifi

Azure Red Hat OpenShift (ARO) is a managed Kubernetes platform, available in Azure Government with FedRAMP High
authorization covering CJIS, IRS 1075, ITAR, and DFARS [8, 9]. Native integration with Azure Active Directory, Key
Vault, Container Registry, and Monitor allows agencies to wire Zero Trust controls to existing investments rather than
replace them [14].
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1.3. Research Questions

1. RQ1: Can container platforms sustain 99.99% availability for federal mission-critical workloads at FedRAMP High
compliance?

2. RQ2: What architectural patterns make Zero Trust enforceable in hybrid federal cloud environments?

3. RQ3: What is the realistic economic case for legacy-to-ARO migration at scale?

2. Mathematical Foundations

2.1. Zero Trust Trust Score Function

Definition 1 (Trust Score). Let | denote the identity space, D the device compliance space, and N the network context
space. The Zero Trust access trust score is the function

-3
TG, dn)=  wk- ¢lid,n) (M
k=1
>
where ¢k : | X D X N — [0, 1] are K policy evaluation functions, wx = 0 are importance weights with I/(<=1 wk =1,

and T (i,d, n) € [0, 1].

Access to resource r is granted if and only if:
T(,dn =06 ©0G¢c(01] 2

where 0 is the resource-specific trust threshold. For the VA FSC implementation the five CISA pillars map to evaluation
functions ¢, . . ., ¢s:

&«l(i, d, n) =1 — exp(—Ak - okli, d, n)) 3)
where ok € [0, o) is the raw signal from pillar k and Ax > 0 is the sensitivity parameter. The effective weights used in
production are @ = (0.30, 0.20, 0.20, 0.20, 0.10) for Identity, Devices, Networks, Workloads, and Data respectively.

2.2. Availability Model

Definition 2 (System Availability). For a system with n independent availability zones, let i be the repair rate and Ai the
failure rate of zone i. The steady-state availability of zone i is

i
A= )
i+ A
For a system requiring at least k of n zones to be operational (a k-out-of-n model), the system availability is:
=, -
Asys = Al1—A ) )
Jj=kK

-2
where A = r% ",,z , Aiis the mean zone availability [16]. For the ARO deployment with n = 3 zones and k = 2 (quorum),

assuming A; = 0.9999 per zone: _ _ )
Ays=3A%(1 — A )+A 3 =~ 0.9999999 6)

confirming the theoretical upper bound exceeds the measured 99.99%.
2.3. Mean Time Calculations

The Mean Time Between Failures (MTBF) and Mean Time To Repair (MTTR) relate to availability via:
MTBF 1/A

A= = 7
MTBF + MTTR  1/A+1/u @
For the legacy baseline (Aiegacy = 0.995, MTTRiegacy = 6.2 h):
A .
MTBFiegaey = — 5% . MTTRiegaey = 2> X 6.2 ~ 1238 h ®
1— Acgacy 0.005
FOI‘ ARO (AARO = 0.9999, MTTRARO =3.4 h)
0.9999
MTBFaro = - X 3.4 =33,996 h )
0.0001

The 27.5X improvement in MTBF (33,996 h vs. 1,238 h) quantifies the reliability gain beyond the headline uptime figure.
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2.4. Composite Vulnerability Index

Definition 3 (Vulnerability Posture Index W). LetV ={vi, vy, ..., Vm} be the set of open vulnerabilities, each with CVSS
score sj € [0, 10] and exposure age T; (days). The composite vulnerability posture index is:

W= sj - ey (10)

where o > 0 is the exposure penalty coefficient. Smaller W is better.

With o = 0.01 (1% daily compounding of exposure risk), the legacy environment with m = 85 critical CVEs averaging
sj = 7.8 (CVSS High) and mean age t = 14 days yields:

Wiegacy = 85 X 7.8 X e%0114 ~ 749.7 (11)
The ARO environment with m = 12 CVEs and mean age t~ = 3 days:
Waro = 12 X 7.8 X €%01x3 =~ 95,7 (12)
The posture improvement ratio is Wiegacy/Waro = 7.8, a stronger signal than the raw count reduction alone.

2.5. ROI and Break-Even Model

Let Co be the initial migration investment, S(t) the cumulative savings at time t (months), and r the monthly discount rate.
The net present value of the migration at horizon T is:

AS:
Qe (13)

t=1

NPV(T) = —GCo +

where ASt = Siegacy(t) — Saro(t) is monthly savings. The break-even time t* satisfies NPV(t*) = 0:

In AS/r
AS/r — Co
In(1+7r)

With Co = $4.2M, AS = $254K/month, and r = 0.5%/month, Eq. (14) gives t* = 16.5 months, matching the empirical
result.

t" = (14)

3. Background and Related Work

3.1. Federal Legacy Infrastructure

The 2024 Federal IT Dashboard shows 71% of federal IT spending going to operations and maintenance [5]. Most federal
financial systems still run on WebLogic, WebSphere, or JBoss on AIX or Solaris [4], where Oracle WebLogic licensing
alone averages $60—100K per processor per year. Manual deployments produce configuration drift, and MTTR averages
6—12 hours [1].

3.2. Zero Trust Architecture

Kindervag’s original model [32] argued that perimeter-based security fails once an attacker gains initial access. NIST
SP 800-207 [11] codified seven technical tenets. The DoD ZT Reference Architecture v2.0 [6] built a five-pillar model
(Identity, Devices, Networks, Workloads, Data). CISA’s Maturity Model [12] added four implementation stages from
Traditional to Optimal, and OMB M-22-09 attached hard FY2024 deadlines [3].

3.3. Container Security in Federal Contexts

FedRAMP container guidance [13] requires monthly image scanning (RA-5), FIPS 140-2 cryptographic modules, and
automated inventory (CM-8). Rice and Hausenblas [15] catalogue the container attack surface: kernel vulnerabilities via
syscall interfaces, container escape through host namespace access, image supply-chain compromise, and lateral movement
through over-permissive service accounts. DISA’s cPaaS program [28] provides the DoD reference implementation.

3.4. SRE Foundations

Beyer et al. [16] establish error budgets, SLO formulation, and postmortem culture. The connection between deployment
frequency and system reliability is documented by Kim et al. [17]: teams deploying more frequently experience lower
change failure rates, a pattern confirmed by the 23.5X frequency increase and 76.7% failure rate reduction in this
implementation.
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Figure 1: Integrated methodology and Zero Trust architecture for VA FSC ARO modernisation. Top rows show the four migration
phases and key activities. The enforcement stack (middle) feeds the trust score function T (i, d, n) (Eq. 1). 1aC, observability, and
continuous ATO layers support all phases. Bottom row summarises measured outcomes.

4. System Architecture
4.1. Cluster Design

The production ARO cluster spans three Azure Government availability zones with three etcd/API-server control-plane
nodes and 45 worker nodes (Standard_D16s_v3: 16 vCPU, 64 GB RAM) totalling 720 vCPU and 2.8 TB RAM. Zone-
redundant Azure Load Balancer handles ingress; Azure Private Link keeps inter-service traffic off public paths. OVN-
Kubernetes enforces network policies at the kernel level, precluding application-layer bypass [14].

4.2. Zero Trust Layered Enforcement

The four-layer Zero Trust stack implements the trust score function from Eq. (1). Each layer enforces policy independently,
so a misconfiguration at one layer does not create a gap:

Layer 1 — Identity (¢1). Azure AD with FIDO2 phishing-resistant MFA (w1 = 0.30). OpenShift RBAC maps AAD
groups to namespace-scoped roles; workload identity federation eliminates static credentials.

Layer 2 — Network (¢s3). Default-deny OVN policies (w3 = 0.20). Permitted communication defined by namespace
labels and pod selectors. Azure Private Link ensures backbone-only paths.

Layer 3 — Workload (¢4). Pod Security Standards enforced at “restricted” profile (ws = 0.20). Admission webhooks
validate image signatures. Security Context Constraints block container-escape techniques.

Layer 4 — Data (¢s). Etcd encrypted at rest (FIPS 140-2, ws = 0.10). Azure Key Vault manages secrets with automatic
rotation. Service Mesh provides mutual TLS (mTLS) for all inter-pod traffic.

Figure 1 presents the complete system architecture and migration methodology as a unified process diagram.

5. Workload Migration Methodology

5.1. Application Portfolio and Discovery

The migration covered 127 enterprise applications: 64 Java/J2EE (Spring Boot, Jakarta EE), 38 Pega BPM workflows, and
25 Apache Camel integration services backed by 14 database instances (Oracle RAC 19¢, PostgreSQL 14, MongoDB 6.0).
Discovery identified 2,847 components with 142 database connections, of which 30% had undocumented dependencies
detected only through live traffic observation [1].

5.2. Phased Approach

The four phases in Figure 1 proceeded as follows. Phase 1 scored applications on statelessness, configuration portability,
startup time, and test coverage—18% required significant refactoring. Phase 2 standardised on Red Hat UBI base images,
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externalised configuration to ConfigMaps, and applied twelve-factor patterns to stateful services [17]. Phase 3 ran Security
Control Validation per NIST 800-53 [10], producing ATO evidence through automated testing. Phase 4 used blue-green
deployments throughout; rollback was exercised 14 times with zero user-visible impact.

5.3. Infrastructure as Code

All infrastructure is codified in Terraform (95%) and ARM templates (5%). The repository holds 47,000 lines of Terraform
and 18,000 lines of Kubernetes manifests. Every change passes OPA Gatekeeper validation before merge [25]. Version-
control history satisfies 23 NIST 800-53 controls without additional documentation [24].

6. Results

6.1. Availability and Reliability

Table 1 shows the core operational metrics. Figure 2 visualises the monthly unplanned downtime trajectory over the
migration period; Figure 3 shows multi-dimensional performance on a spider/radar chart.

Table 1: Operational Metrics: Legacy vs. ARO (18-month production)

Metric Legacy ARO A

Uptime 99.5% 99.99% +0.49%
Downtime/yr 43.8h 52 min -98.0%
MTTR 6.2h 34h —45.2%
MTBF 1,238 h 33,996 h +27.5X
Detection 24 min 6 min —75.0%
Deploy freq 2/mo 47/mo +23.5%X
Deploy fail 18.0% 4.2% -76.7%
Infra cost $847K/mo $593K/mo -30.0%
Critical CVE 85 12 —85.9%
V¥ index 749.7 95.7 —-87.2%

Table 2: Total Cost of Ownership (36-month)

Metric Value
Migration investment $42M
Annual savings $3.05M
Break-even t* 16.5 months
3-year net savings $5.93M
S-year ROI 287%

6.2. Security Posture

Critical vulnerabilities fell from 85 to 12 (—85.9%); the stronger signal is the composite index W: 749.7—95.7 (-87.2%),
reflecting both fewer CVEs and dramatically shorter exposure ages (7°: 14 d — 3 d). Configuration drift incidents dropped
to zero; security incident containment improved from 8.3 h to 1.2 h. Figure 2(d) plots W across 18 months.

6.3. Economic Outcomes

With Co = $4.2M and AS = $254K/month, the NPV function (Eq. (13)) reaches zero at t* = 16.5 months and $5.93M at
36 months, as shown in Figure 3(e). The 47% of savings attributable to labor efficiency—freed from manual patching,
compliance evidence generation, and incident response—does not appear in infrastructure line items but represents real
capacity reallocated to mission-work [16].

7. Discussion

7.1. RQ Answers

RQ1 (Availability + Compliance). The 2-of-3 zone model (Eq. 6) provides a theoretical availability ceiling well above
99.99%, confirmed by 14 zone degradation events with zero user impact. Continuous ATO evidence generation reduced
preparation from 240 to 24 staff-hours, answering whether compliance is compatible with high availability: it is, when the
compliance evidence is automated rather than manually assembled.

RQ2 (Zero Trust Patterns). The layered enforcement model produced measurable defense-in-depth: 62 policy
violations were blocked during the period, 47 of which passed identity authentication but were stopped by workload-layer
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Figure 2: Result visualisations. (a) Grouped bar: key operational metrics, legacy vs. ARO (normalised scale). (b) Time-series: monthly
unplanned downtime; ARO crossed the 99.99% SLA target by Month 5. (c) Cost trend: ARO converges to $593K/mo by Month 15.
(d) Vulnerability posture index W (Eq. 10): legacy fluctuates near 750; ARO drops to & 96 within 6 months.

admission control. The trust score T (Eq. 1) provides a principled basis for threshold tuning—resource-specific 9 values
let security teams calibrate sensitivity without touching the underlying pillar weights.

RQ3 (Economic Case). The closed-form break-even expression (Eq. 14) gives t* = 16.5 months. Sensitivity analysis
shows that even if AS is reduced by 25% (pessimistic savings estimate), break-even extends to =~ 21 months—still well
within a typical federal budget cycle.

7.2. Practical Limitations

The VA FSC portfolio is Java and middleware-heavy; agencies with mainframe-dominated or large COTS footprints face
different containerisation challenges. The $4.2M investment and 24-month timeline require dedicated staffing that smaller
agencies may lack. The 18-month measurement horizon does not yet capture long-term technical debt accumulation or
staff-turnover effects.

7.3. Key Implementation Lessons

Three factors mattered beyond technology selection. First, [aC discipline from day one: teams that made manual “one-off”
configuration changes created problems that took weeks to resolve. Second, observability before migration: the Pega
loan-origination system had three outages in its first 72 hours; each resolved within 20 minutes because telemetry existed.
Without it, the same failures would have taken hours. Third, protected training time: 47 OpenShift Admin certifications
and 23 Azure Solutions Architect certifications required executive sponsorship—the technology investment does not work
without the skills investment [16].
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Figure 3: Financial and deployment analysis. (¢) Cumulative discounted NPV per Eq. (13): migration investment recovers at t* = 16.5

months (orange star) and yields $5.93M net at 36 months. (f) Deployment frequency increased 23.5 X while failure rate dropped 76.7%,
confirming the DevOps virtuous cycle documented by Kim et al. [17].

8. Future Research

Policy-as-code completeness. Current OPA Gatekeeper coverage reaches =~ 60% of NIST 800-53 controls. The remaining
40% involves criteria with subjective components (physical access, organisational policy reviews) that are harder but not
impossible to automate.

Predictive incident prevention. Early Azure Machine Learning experiments on operational telemetry suggest failures
can be predicted 15-20 minutes ahead. Formalising this as a Bayesian hazard model—P (failure | X:) = o(B7X:), where
X: is the telemetry feature vector—would extend the availability model from reactive to predictive.

Service mesh expansion. Current mesh adoption covers 18% of workloads. Full deployment would enforce mTLS and
Zero Trust network controls without application changes, but sidecar overhead requires characterisation across workload
types.

Quantum-resistant cryptography. NIST FIPS 203/204/205 standards [18] require migration of all encrypted channels,
including etcd encryption and inter-pod mTLS. The operational path in Kubernetes environments is not yet documented at
scale.

Multi-agency comparative study. Single-agency results support hypothesis generation but not generalisation. A
multi-agency study using the W index and NPV model as common metrics would test whether the observed improvements
replicate across different portfolio compositions.

9. Conclusion

This paper has formalised Zero Trust access control as a weighted trust score function T (i, d, n), derived availability
bounds from a k-of-n Markov zone model, and introduced a composite vulnerability posture index W that incorporates
both CVE severity and exposure age. Applied to 18 months of production data from the VA FSC ARO deployment, these
models confirm: 99.99% availability (Asys bounded above 0.99999), a 7.8 X improvement in W, and a 36-month NPV of
$5.93M with break-even at 16.5 months.

Three conclusions hold across the data. Container platforms with multi-zone distribution provide better availability than
the VM-based infrastructure they replace. Zero Trust controls are native to Kubernetes, not bolted on—the enforcement
mechanisms that Zero Trust requires map directly to Kubernetes primitives when properly architected. And infrastructure
as code is simultaneously the fastest path to operational efficiency and the most reliable path to continuous compliance;
version control satisfies audit requirements while automated testing catches failures before production.

The challenge for federal IT leaders is not whether to modernise on container platforms. The challenge is building the
organisational capacity—certified staff, IaC discipline, observability investment, executive sponsorship—to execute well.
The mathematics presented here give practitioners a quantitative toolkit for planning, justifying, and measuring that work.
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A. Cluster Technical Specifications

Table 3: Production ARO Cluster Configuration

Component Specification
OpenShift version 4.14.x
Kubernetes version 1.27x

Control plane
Worker nodes

Total vCPUs / RAM
Storage

Network plugin
Identity

Container runtime
Registry

Monitoring

3 X D8s_v3, 3 zones

45 X D16s_v3, 3 zones

720/2.8 TB

Azure Disk Premium SSD (ZRS)
OVN-Kubernetes

Azure AD (OIDC)

CRI-O 1.27

Azure Container Registry (Premium)
Prometheus + Grafana + Azure Monitor

B. Application Portfolio

Table 4: Migrated Application Portfolio

Category Count Technologies

Java/J2EE apps 64 Spring Boot, Jakarta EE

Pega BPM 38 Pega Platform 8.7

Integration svc 25 Apache Camel, REST

Databases 14 Oracle RAC 19c, PostgreSQL 14
Total pods 847 Avg 6.7 replicas/app
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